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This submission only addresses questions (2), (3) and (4). 
 
 
(2) Should the use or publication of unauthorised photographs/images 
taken in public places be regulated?  and 
 
Yes, the use and publication of unauthorised photographs/images taken in 
public places should be regulated.   
 
(a) If so, what is it about the use that makes it worthy of 
regulation?;  and 
 
Taking an unauthorised photograph or image of a person and using it 
infringes privacy rights at two points in time.  The first point occurs when the 
person is watched and photographed.  This breaches the “physical zone of 
privacy and the sense of security that comes with it”.1  This is commonly 
referred to as the “right to be let alone”.2  The second point occurs when 
photograph or image is used, for example, published on a website or 
circulated via electronic mail.  The photograph does more than just observe 
what other people were free to observe at the time in question.  It is a 
“permanent record memorializing the intrusion and facilitating repeated 
dissemination to a practically unlimited internet audience.”3  It also enables a 
different type of audience than was present at the time in question to see what 
happened.  A photograph or image may be subjected to greater scrutiny and 
reveal more intricate details than what the photographer saw at the time of 
taking the photograph or image.  “The ability to determine when, to what 
degree, to whom, and under what circumstances the body is exposed… is 
among the most fundamental aspects of the right to privacy and deeply tied to 
the concept of human dignity.”4  Unauthorised photographs and images 
represent an “affront to the individual dignity of the victim and may result in 
                                                 
1 Clay Calvert and Justin Brown (2000) 'Video Voyeurism, Privacy, and the Internet:  
Exposing Peeping Toms in Cyberspace' 18 Cardozo Arts and Entertainment Law Journal 469 
at 488. 
2 Samuel Warren & Louis Brandeis, (1890) ‘The Right to Privacy’ 4 Harv L Rev 193 at 193. 
3 Lance Rothenberg (1999-2000) 'Re-thinking Privacy:  Peeping Toms, Vido Voyeurs, and the 
Failure of Criminal Law to Recognise a Reasonable Expectation of Privacy in the Public 
Space' 49 American University Law Review 1127 at 1157. 
4 Ibid at 1158. 
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severe emotional distress, embarrassment, and a heightened sense of 
cynicism about the world.”5 
 
It is this harm that is caused to the victims that makes the use of unauthorised 
photographs and images worthy of regulation.  Harm has been defined as a 
“thwarting, setting back, or defeating of an interest”.  It makes a person’s life 
worse, for example, “impairment of a person’s opportunities to engage in 
worthwhile activities and relationships, and to pursue valuable, self-chosen, 
goals.  In this sense, harm is prospective rather than backward-looking:  it 
involves a diminution of one’s opportunities to enjoy or pursue a good life.”6 
 
The society is harmed where the unauthorised photographs or images only 
depict body parts and the victim cannot be specifically identified because it 
may be construed as a “gesture of dehumanisation”.7  “Humans have a 
fundamental belief in the right to personal autonomy which stems from dignity 
and individuality.  When the sphere of autonomy is consistently violated, the 
shell of humanity erodes.  If whenever an individual peers out a window, he 
sees a sign stating “Big Brother is Watching You,” society has become what 
George Orwell imagined.  Perhaps the Big Brother reference has become a 
cliché, but citizens will undoubtedly become chilled from performing daily 
activities…Privacy is a basic human necessity, and it cannot simply be shed 
like some unneeded sweater on a warm day at the front door of a home.”8 
 
(b)  What types of ‘use’ should be regulated? 
 
Unlike the United Kingdom, the use of unauthorised photographs or images 
should not be limited to the purpose of sexual gratification9 because people 
are also harmed when the unauthorised photographs or images are used for 
commercial profit, harassment and embarrassment.  It is submitted that it 
would be better to regulate the intentional or reckless use of unauthorised 
photographs or images, which is the proposed position in New Zealand.10 
 
It is submitted that the types of use that should be regulated are possession, 
publishing, importing, exporting and selling.  Publishing should mean 
displaying, sending, distributing, conveying and storing electronically.  This is 
consistent with the recommendations of the New Zealand Government 
Administration Committee, which reported on the Crimes (Intimate Covert 
Filming) Amendment Bill 2005 (NZ). 
 
                                                 
5 Clay Calvert and Justin Brown (2000) 'Video Voyeurism, Privacy, and the Internet:  
Exposing Peeping Toms in Cyberspace' 18  Cardozo Arts and Entertainment Law Journal 
469 at 488. 
6 AP Simester and GR Sullivan (2003) Criminal Law Theory and Doctrine. Oxford, Hart 
Publishing at 10. 
7 Clay Calvert and Justin Brown (2000) 'Video Voyeurism, Privacy, and the Internet:  
Exposing Peeping Toms in Cyberspace' 18  Cardozo Arts and Entertainment Law Journal 
469 at 501. 
8 Quentin Burrows (1997) 'Scowl because you're on Candid Camera:  Privacy and Video 
Surveillance' 31 Valparaiso University Law Review 1079 at 1125. 
9 Sexual Offences Act 2003 (UK), s 67 and 68. 
10 Crimes (Intimate Covert Filming) Amendment Bill 2005 (NZ), s 216J. 
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It is submitted that the types of use that should not be regulated are those 
done under an enactment.  Further, it should not be regulated if a person 
publishes an unauthorised photograph or image to a police officer, Customs 
officer, Australian Secret Intelligence Service, Australian Security Intelligence 
Organisation, Department of Corrections and a legal practitioner or agent 
giving advice or representing a person in relation to an unauthorised 
photograph or image.  The purpose of the publication to these people should 
be restricted to “(a) the prevention, detection, investigation, prosecution or 
punishment of offences; (b) the conduct of proceedings in any court or 
tribunal; [and] (c) security and safety”.11  Of course, publication to the subject 
of the unauthorised photograph or image should be permitted.   People who 
facilitate publication that do not know or suspect that they are doing so, for 
example, couriers, network operators, postal operators and service providers 
should not be regulated.  This is consistent with the recommendations of the 
New Zealand Government Administration Committee, which reported on the 
Crimes (Intimate Covert Filming) Amendment Bill 2005 (NZ). 
 
 
(3) Should consent be required for photographs used for particular 
purposes? 
 
Express consent may be verbal or in writing.  Express consent in writing 
would be impractical, particularly if a child is the subject of the photograph 
because the photographer of the child’s parent or legal guardian would be 
responsible for giving express written consent.  Studies have suggested that 
women and children are the main victims of unauthorised photographs on the 
internet.12  It is important that Australian law reforms in this area protect 
children as well as adults.   
 
Obtaining express consent before a photograph is taken or used would 
generally be impractical, particularly where there is a photograph of a group of 
people.  France requires a person to obtain formal consent before they take a 
photograph of a group of people. 13  In this light, the French laws have been 
described as a “financial bonanza” as a new case is commenced each day.  
These laws apply to photographs of the average person and are not restricted 
to celebrities.  There is a stronger argument for express consent for using a 
photograph or image rather than for taking a photograph or image. 
 
It cannot be advocated that taking a photograph of a topless bather or doing 
upskirt filming was simply making a record that any member of the public was 
free to see or capable of doing because of advancements in technology.  A 
topless female bather at the beach only impliedly consents to other people 
observing her on the basis that it is a public place and a reasonable person 
would expect other people to be present.  Social rules indicate that it is 
                                                 
11 Crimes (Intimate Covert Filming) Amendment Bill 2005 (NZ), s 216M(5). 
12 Department of Justice Canada (2002) Voyeurism as a Criminal Offence:  A Consultation 
Paper available at <http://canada.justice.gc.ca/en/cons/voy/part1-context.html> available on 
13 July 2005 at 4. 
13Chris McLeod (1999) ‘When Privacy Laws undermine Democracy’ 6 Privacy Law and Policy 
Reporter 16. 
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acceptable to observe other people in other places because the other people 
have a right to be there.  However, social rules indicate that it is rude to stare 
at other people, particularly if it is done through binoculars or a camera.  
These social rules should help to define the boundaries of a voyeurism 
offence. 
 
Just because a female has chosen to be topless at the beach does not mean 
she is willing to expose her body in other contexts or to other or wider 
audiences.14  She has not impliedly consented to being photographed or to 
the subsequent publication of the photographs on the internet. 
 
Further, a female does not relinquish her privacy rights and impliedly consent 
to upskirt filming or the publication of the film just because she has chosen to 
wear a skirt.  She does not even impliedly consent to others observing up her 
skirt.  Acceptance of this notion would be to place a legal dress code on 
women in that their privacy rights are only protected if they wear long pants or 
slacks.15  There is a social norm that women are entitled to wear a dress, skirt 
or long pants.  If women wanted to impliedly consent to others observing their 
underwear, they would not wear outer clothes to cover up their underwear.  It 
would be wrong to suggest that a person has impliedly consented to being 
photographed or filmed when objectively looking at the circumstances; a 
reasonable person would not have expressly consented to the voyeur taking 
the photograph or making the film.  
 
It cannot be advocated that just because a person appears in public and they 
foresee that they might be photographed by another person or upskirt filmed, 
that they have impliedly consented to being photographed or filmed.  The 
widespread use of digital cameras and mobile phone cameras and several 
instances where they have been used inappropriately as reported by the 
media has arguably increased the awareness or the foreseeability of the risk 
of being photographed or filmed in a public place.  However, foreseeability of 
the risk of being photographed or filmed in a public place is not the equivalent 
of implied consent, nor the waiving of privacy rights.16  There is a difference 
between voluntarily being in a public place and voluntarily consenting to be 
photographed or filmed.17  A reasonable person might expect to be observed 
by other people in a public place, which is a social rule.  However, there is no 
social rule allowing a person to take whatever photographs they like.  In fact, 
there is a social rule that you should obtain the verbal consent of another 
person before taking a photograph of them.18  There is also a social rule that 
                                                 
14 McClurg (1995) ‘Bringing Privacy Law Out of the Closet:  A Tort Theory of Liability for 
Instrusions in Public Places’ 73 NC Law Review 989 at 990. 
15 Clay Calvert and Justin Brown (2000) 'Video Voyeurism, Privacy, and the Internet:  
Exposing Peeping Toms in Cyberspace' 18  Cardozo Arts and Entertainment Law Journal 
469 at 495. 
16 Elizabeth Paton-Simpson (2000) ‘Privacy and the Reasonable Paranoid:  The Protection of 
Privacy in Public Places’ 50 University of Toronto Law Journal 305 at 333. 
17 McClurg (1995) ‘Bringing Privacy Law Out of the Closet:  A Tort Theory of Liability for 
Instrusions in Public Places’ 73 NC Law Review 989 at 1039-40. 
18 Elizabeth Paton-Simpson (2000) ‘Privacy and the Reasonable Paranoid:  The Protection of 
Privacy in Public Places’ 50 University of Toronto Law Journal 305 at 326;  Naturist Photo 
Special Interest Group, (1997) Free Beach Etiquette, Steven S Sparks 
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suggests that it is important to respect the privacy of other people.  These 
social rules should assist in defining the boundaries of a voyeurism offence. 
 
Implied consent may exist where the purpose of the photograph was for law 
enforcement or public interest purposes.  For example, photographs taken of 
people who engage in public events, without their consent or knowledge 
would be authorised if it were in the public interest or for a law enforcement 
purpose.    
 
The voyeurism offence is likely to target taking, publication and possession of 
voyeuristic photographs.  It is submitted that just because an individual 
expressly or impliedly consents to be being photographed or filmed, it does 
not automatically follow that there can be no infringement on privacy rights.   
In that case, the individual has waived their privacy rights to the photographer 
to take a photograph.  A waiver of privacy rights “requires knowledge and 
consent of the person entitled to waive, and that an implied waiver requires a 
clear, unequivocal, and decisive act of the party showing such a purpose”.19  
The individual has not relinquished all privacy rights.  They have not 
relinquished their privacy rights to the extent to enable the photographer to 
disseminate on the internet or email, publish, sell, etc the photograph to 
others.   
 
 
(4) In the event that an offence to deal with unauthorised 
photographs on the Internet is considered necessary, what 
features should it contain? 
 
Canadian studies have suggested that women and children are usually the 
victims of voyeurism.20  The offence should not be restricted to the 
unauthorised photographs and images of children as adults are harmed by 
these actions as well are worthy of such protection.    
 
The unauthorised photographs or images to be regulated should depend on 
the content of the photograph or image, for example, showing private parts of 
the body, personal activities (engaging in sexual activities, toileting, showering 
or undressing) and upskirt filming.  It is submitted that the offence should not 
depend on whether the photograph or image was taken in a public or private 
place because some photographs or images taken in public places should be 
an offence, for example, upskirt filming that occurs in a shopping centre.   
 
The voyeurism offence in the United Kingdom and the proposed offences in 
Canada and New Zealand apply to unauthorised photographs or film taken in 
                                                                                                                                            
<http://www.sss.org/naturist/page2.html> available on 25 August 2005 and Federation of 
Canadian Naturists, (1997-2004) Etiquette, <http://www.fcn.ca/FCNFAQ.html#18> available 
on 25 August 2005. 
19 Elizabeth Paton-Simpson (2000) ‘Privacy and the Reasonable Paranoid:  The Protection of 
Privacy in Public Places’ 50 University of Toronto Law Journal 305 at 335. 
20 Department of Justice Canada (2002) Voyeurism as a Criminal Offence:  A Consultation 
Paper available at <http://canada.justice.gc.ca/en/cons/voy/part1-context.html> available on 
13 July 2005 at 4. 
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circumstances where there is a reasonable expectation of privacy, or a similar 
term.  This term is nebulous as it not defined and is open to varying judicial 
interpretation.  The term reasonable depends on community values and yet 
no empirical data has been reported on what this means in the context of 
voyeurism. 
 
The types of use that should be regulated are indicated above in (2)(b).  The 
recommendations made by the New Zealand Government Administration 
Committee, which reported on the Crimes (Intimate Covert Filming) 
Amendment Bill 2005 (NZ), are a useful starting point on this matter. 
 
Several types of use should not be regulated.  It is submitted that the drafters 
of the offence be specific when constructing these exceptions because 
general exceptions, for example, “law enforcement purposes”, “public interest” 
and “newsgathering purpose”, will be open to varying judicial interpretations.  
Some specific exceptions are identified above in (2)(b).  The 
recommendations made by the New Zealand Government Administration 
Committee, which reported on the Crimes (Intimate Covert Filming) 
Amendment Bill 2005 (NZ), are a useful starting point on this matter. 
 
It is submitted that consent should not be an element of the offence because 
the Crown would need to prove it beyond reasonable doubt and this may be 
impossible where the victim is unidentifiable.  Thus, if consent was an element 
of the offence, it may not resolve the problem it seeks to address.  Several 
non-fatal offences against the person provided in the Criminal Code (Qld) 
contain an element of consent.  For example, the assault offences21 require 
the Crown to prove that the victim did not consent, by virtue of the definition of 
assault.  In this context, consent has been held to include express, implied or 
tacit consent.22  Similarly, rape also contains an element of without consent of 
the victim.23  Previously, the scope of consent was judicially interpreted in 
Queensland.  However, in 1997, the Criminal Code (Qld) was amended to 
include a definition of consent for the offence of rape.  Rather than having 
consent as an element of the offence, a better response would be to have a 
voyeurism offence that applies to a person who has intentionally or recklessly 
taken an unauthorised photograph or image.  In that case, the accused would 
still be able to argue the excuse of mistake of fact that the victim consented to 
the unauthorised photograph or image under s 24 of the Criminal Code (Qld). 
 
The penalty for the proposed offence also needs to be carefully considered.  
There is evidence to suggest that voyeurs engage in these acts repetitively24  
and consistently infringe on privacy rights.  To overcome this, the penalty 
should deter and rehabilitate voyeurs.  Perhaps the forfeiture of the 
                                                 
21 Criminal Code (Qld), s 335 common assault, Criminal Code (Qld), s 339 assault 
occasioning bodily harm, Criminal Code (Qld), s 340 serious assault.  Other jurisdictions in 
Australia have similar offences. 
22 Kimmorley v Atherton;  Ex parte Atherton [1917] Qd R 117 per Hoare J at 133. 
23 Criminal Code (Qld), s 349. 
24 Department of Justice Canada (2002). Voyeurism as a Criminal Offence:  A Consultation 
Paper available at <http://canada.justice.gc.ca/en/cons/voy/part1-context.html> available on 
13 July 2005 at 5. 
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unauthorised photographs or images and equipment should be provided for in 
the penalty.  It is submitted that the maximum penalty for publishing, 
importing, exporting or selling an unauthorised photograph or image should 
be higher than the penalty for possessing or taking an unauthorised 
photograph or image.  It is submitted that where the victim is identifiable, this 
should be an aggravating circumstance with an increased penalty.  The 
penalty for the proposed offence should be consistent with the sentencing 
framework for the similar existing offences, for example, indecent acts, 
stalking, public nuisance, trespass, obscene publications, indecent treatment 
of children and child exploitation material.  The penalty should also be within 
the same range as the voyeurism offence in the United Kingdom and the 
proposed voyeurism offences in Canada and New Zealand. 
 
As a concluding remark, the criminal law is a better vehicle for protecting 
privacy rights against the unauthorised taking or use of photographs or 
images because police, who are better resourced than individuals, can act 
immediately to prevent this conduct rather than waiting for a plaintiff to bring 
legal proceedings.  Also, criminal law is a better vehicle when the victim is 
unidentifiable and there is no plaintiff to take action. 
 
